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OGMC TEZE(C{ERENTE PW UAM @

P@ss2020
P@sswOrd
P@ssword
p@ssword
P@SSwOrd
p@sswOrd
P@ssOwrd
P@ss2021
P@ss2022
lgaz@WSx1
admin#DSC2020
admin#DSC
P@ssw0rd123456
P@sswOrd--
IQAz@wsx3
P@ss@1234
admin

Zaql23
Pass@2022
Admin@123
lqgaz@WSx4
123456

123Abc!
P@sswOrd@2020
Pass@word

P@SSw0rd2022!
P@sswO0rdO
Password@1234
pa$$wOrd
p@ssword01
Pa$$wOrd12
IQAZ@wSsX
IQAZ@WSX3
IQaz@wsx1
Password$1
P@sswOrd@2019
lgaz@Wsx4
IQAZ@wsx3
P@sswOrd1
1g2w3elq3e2w
PasswO0rd5
l@12QWqgwASas
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lgaz@WSX4
PassworD123
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l@#123admin
IQaz@wsx
Ipasswordl
Pa$$word
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12345678
p@ssword0101
Welcome2020!
Admin@321
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admin@321
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27[8] Event ID 4625 Hh'F4

« Event ID4625 = OJ A%<

SIS RO0I A KBERLT
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Ll =ford:=2: ARk, 5290071V
()&= 2022/10/31 3:45:05 Microsoft Windows security auditing. 4625 Logon
(i1EE8 2022/10/31 407:12 Microsoft Windows security auditing. 4625 Logon
(i) &S 2022/10/31 4:07:13 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 407:13 Microsoft Windows security auditing. 4625 Logon
() &S 2022/10/31 4:07:14 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 4:07:14 Microsoft Windows security auditing. 4625 Logon
(i1EE8 2022/10/31 4:07:14 Microsoft Windows security auditing. 4625 Logon
(i) &S 2022/10/31 407:15 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 407:15 Microsoft Windows security auditing. 4625 Logon
() &S 2022/10/31 4:07:15 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 407:16 Microsoft Windows security auditing. 4625 Logon
(iEs 2022/10/31 407:16 Microsoft Windows security auditing. 4625 Logon
(i) &S 2022/10/31 4:07:16 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 407:17 Microsoft Windows security auditing. 4625 Logon
() &S 2022/10/31 4:07:17 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 407:17 Microsoft Windows security auditing. 4625 Logon
(iEs 2022/10/31 4:07:18 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 4:07:18 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 4:07:18 Microsoft Windows security auditing. 4625 Logon
() &S 2022/10/31 4:07:19 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 4:07:19 Microsoft Windows security auditing. 4625 Logon
(iEs 2022/10/31 4:07:20 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 4:07:20 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 4:07:20 Microsoft Windows security auditing. 4625 Logon
(Dt 2022/10/31 4:07:21 Microsoft Windows security auditing. 4625 Logon
()&= 2022/10/31 4:07:21 Microsoft Windows security auditing. 4625 Logon
(iEs 2022/10/31 407:22 Microsoft Windows security auditing. 4625 Logon
() s 2022/10/31 4:07:22 Microsoft Windows security auditing. 4625 Logon

B 5 FEERBREFIUTTHE RV YA N—EF1UT11>

7Y MEEREIRITSR - RESER




- Software
Association

Windows Security Log Event ID 4625 Ol (@ ..

(. 7\‘j: D%E&&*ﬁﬂj L/ 1—: ?7 jj I'b > I~ Wara Lo el n el a2 W= L
BERINLBWMEELHD Py
Ty I MULL SID
T =
OJAY 547 e o
2 I-Y-HEEMCOTA> LI R T, ; . ——
3 Ry~ IHB1——FREIE 1 S = Fod s
10 RDPxjz5ES b7 D NULL SID N TLVELN?!
P alw V] o AOMINISTRATOR
P S L _—
=&
HE: MxS0000060
0xC0000064  AIVERFRAREIRI~~ 7HY> MefERUREL~Y - §3 3752, b0000005
OJx4> FOtANEH:
0XCO00006A  A/ILERET(EAEIR/CRT— REEALRELI—F— 0JA> lfomo
0XC000006D }?.(I Z:l_tﬂfél -U: %it(gnunElﬁﬁﬁo)b\g&nb\Tj oy PO —HEER:
DT e~
. . ey e Y2 3y h0=b FRLA
. 5@, TOTSLTHNE. RN EEETEEE | R A
ZABDDOHEIBI T, 2DHE(L. KerberossBaElcird sz | fEALTLS?!
o HAT. RXA /%}EE“L/BL\'C‘ Administrator 7h19> k T
T. NTLM&REETO) A>3 IR a]hH ? 1377978 (NTLM O3




- A 1 ..Sggt&?ﬁion
WlndOWS o)na#/ﬂf\ﬂmﬁﬁ O.japan

- Kerberos sREIE
« MITHEHEFUERY NI —=JEREE TN T Active Directory OHEEEEEEE AT

» D72 NY -\ —THEIGREEZITIS, FEBEIELVS -/ IE
UleAaH —IN—(C&B ID /JVAD— ROZBEIH L)

« NTLMEEEIE
- XA70YI 1998 (I - AUIEEVEREEA TN (Windows NT4.0 SPALARF)

- Active Directory MMER TS0 Workgroup IRIZTDEEE

o J7ANY—-N—-ZZIEERT. IP PRUATIEENIEY—/IN—-T0D:33
¥¥192.168.1.100¥Documents

« Built-In (A>E1—-50-h)l) O1-H-TOIA>ITIHE

« 8XZF®M PW H2.58FEI TSN B E. PW OfRFANICETIRMFIT
- https://www.theregister.com/2019/02/14/password_length/

- Y1470V 7JMZE Windows 11 24H2. Windows Server 2025 CTBIEOFTE
- 5. NAS OFAZETIZL. Kerberos RSP HICOVWTEENINE




KIRICIS

Software
Association

KRRl - #SERE>5Y— (OGMC) b‘Iﬁlé’iﬁﬂ'llﬁﬂ)Dﬁ ()@ apan

- Event ID 4625 7h9U> O A>

[CRBULFLE

2022/10/31
4:07:12~9:31:207T. 1,989 [H],
faBREY—/\— “'Eﬁéﬂfb\h

OGMC sZEOOfEEY—/{—-0DBuUilt-In
Administrator 7h9U> NCOT A% 1T
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s
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s
(i) &8
() &8
(i) &8
(i) &8
() &8
(i) &8
(i) &8
() &8
(i) &8
(i) &8
() &8
(i) &8
(i) &8
() &8
(i) &8
(i) &8
() &8
(i) &8

=iordizs

2022/10/31 4:07:23
2022/10/31 4:07:24
2022/10/31 4:07:24
2022/10/31 4:07:24
2022/10/31 4:07:25
2022/10/31 407:25
2022/10/31 4:07:26
2022/10/31 4:07:26
2022/10/31 4:07:26
2022/10/31 4:07:27
2022/10/31 4:07:27
2022/10/31 407:27
2022/10/31 4:07:28
2022/10/31 4:07:28
2022/10/31 4:07:29
2022/10/31 4:07:29
2022/10/31 4:07:29
2022/10/31 4:07:30
2022/10/31 4:07:30
2022/10/31 4:07:30
2022/10/31 4:07:31
2022/10/31 4:07:31
2022/10/31 4:07:31
2022/10/31 40732
2022/10/31 4:07:32
2022/10/31 4:07:33
2022/10/31 4:07:33
2022/10/31 4:07:33
2022/10/31 40734

Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.

Microsoft Windows security auditing.

ARJHID ¥-7-F

4625 ZEINEE
4625 FZENEE
4625 EHDEE
4625 ZEINEE
4625 FZENEE
4625 EHODEE
4625 ZEINEE
4625 FZENEE
4625 EHODEE
4625 FZEINEE
4625 FZENEE
4625 EHODEE
4625 FZEINEE
4625 FZEINEE
4625 EHODEE
4625 FZEINEE
4625 FZEINEE
4625 ZENEE
4625 FZEINEE
4625 FZEINEE
4625 ZENEE
4625 FZEINEE
4625 FZEINEE
4625 ZENEE
4625 FZENEE
4625 FZEINEE
4625 ZENEE
4625 FZENEE
4625 EHDEE
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. Event ID 4624 7hYYMYOY [rotEscosilii:

AR IILFEUVE 054y 57 m
- 2022/10/31 4:07:14 / DAL A EYEs

« 7HJ> 844 Administrator _ %207 1D S-1-5-2 -
< “ ~ “ — Ph b Administrator
« VHIRRAALY  B=)\-%4 PHIS b KA I \
" 0o#, 1D: 0x 188603
* ;?\“J |\Ij Oyl\l/z 047>, GUID: {00000000-0000-0000-0000- 000000000000}

RREEEHOY /(-0 IP 7RLX
FOtATR

0tz A ID: 0x 103c
70t A%: C¥Windows¥System32¥winlogon exe

29 hI-DIEER
7-025 -V I
V=2 RybD=h PELA —

V=2 A=k
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ALY IYIREICEEIID Windows 0 o [
Pz

7IVT =232 AR=)b DAV AR T DS

[Windows O0%7]>[Application] o 20,000 M E
[Windows OJ1>[t+1Y71] O A KL, BTN, tF1UT1 I -TDEEE 40,000 A E
[Windows O 1>[2 AT A] Bikc#®), U —EXELIE. LSANIZEESE 20,000 Ak

[7TVr—2a> b —EZ0

J1>[Microsoft]>[Windows]>

[Microsoft-Windows- SMB J7(IVER (U347>8) 20,000 Ut
SmbClient%4Security.evtx] HLLIE

[SMBServer]>[Client]

[PV -3 Y —ERO

J1>[Microsoft]>[Windows]>

[Microsoft-Windows- SMB J7MIl&8H (H—/){-) 20,000 Bl
SMBServer/Security.evix] HUL(&

[SMBServer]>[Security]
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AV SWIEREICIRIID Windows 049 @,
HE HESEY A X (KB)

[7 V-3 eH—E 204> [Microsoft]>[Windows]>
[ Microsoft-Windows-TerminalServices-
LocalSessionManager/Operational.evtx] 20,000 U E
HUL(E

[ TerminalServices-LocalSessionManager]>[Operational]

[7 U —33>EH—E 204> [Microsoft]>[Windows]>

[Microsoft-Windows-TerminalServices-

RDPClient/Operational.evtx] £UL(& 20,000 XU _E
[ TerminalServices-ClientActiveXCore]>[Microsoft-
Windows-TerminalServices-RDPClient/Operational]

RDP#E#i

- Event OJORFIHFT : C:¥Windows¥System32¥winevt¥Logs
° *j’f7\0)u jj_lﬁ /Agé}j =




[ANYNE1—D-]1>[tF1UF1]1>[0 0/ F1]
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& Ry a-7- D7070/(71 - 14174 (B =8 e
IrfILF)  BEA) ERM OALTH) g
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& 1AV 7 o) b¥IYT4 AN 36,355 () LU AV MRIBEETT I FL(E): Security
Ny fﬂ?‘nziwt; . £ 0-F BB = {8Ih... 5AO0RFIY A OJ@IA(L): |%SystemRoot%¥System32¥Winevt¥Logs¥Security.evix
] Application Q_FiH.. 2023/12/10 15:27:52 Micros... 4634 Logoff O4oH A 27.07 MB(28,381,184 Ji4F)
EE' a7 @ mth FNFA/12/10 152757 Micros... 4624 Logen
] setup EEShEOTEE0)... Micros... 4672 Speciallogon {ERLEES: 2023878178 15:21:58
g Y7k AT b - OIER(R... SxOE: 2023¢E128108 15:30:00
Forwardes . N
NAZ L F1-0 4 J7H-NM)... ——
B FIUr-yay : M Fecurity auditine. x PO 2023128108 15:30:00
SREEEYURFE 0/DEEQ.. )
EEQ0TEII—(L... DFERANIS(E)
L Joisam | BADY 947 (KB)(X): 200000
1E(N)... ARy 0F Y AR AECELREE:
AT AV FERIEITTRFE).. _ O BECSUTAAY M EBETS (BEEVAYMS) (W)
ZODTIIATEBTE(A). rT e L& o rErEslanTsEr-1M795 ()|
licrosoft Windows security = OXMB DY Z - =
F(V) > hag B2 AThTI: O AR MEESELRY (DFRFETEE)(N)
BHOEEIEHE ¥ ==l
A TsEa—R—(Rk:
AT >
- ' DY OEE(R)
EERIEERID: A&k QAL
£ >
_0K Frotl EAP)
odoronFrEERLEY.
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OGMC #&EBY—/\—-0 Application 0% O @opan

Timestamp Channel Summary

2022-18-31T84:17:33.0000080  Application Windows 4YAF-5— FSUTIU3VEERRLTNET: C:\Users\ADMINI~1\AppData‘Local\T
2022-10-31T@4:18:04,.6044121  Application fwiay 8 - 2822-10-38T19:18:04.6044121007 FEEILTIET.
2022-18-31Ted4:18:85, 008080 Application Product: Advanced IP Scanner 2.%.1 -- Installation completed successfully.

2022-18-31T@4:18:05.0000008  Application Lindows j‘i_a “—E—:EEE;‘%E;!;E: A =IEnF L . Advanced IP Scanner 2.5.1

2822-18-31T94:18:05.00000080  Application Windows 4 YAR—5— RSV EETLTNET: C\WUsers\ADMINI~1‘\AppData‘\Llocal\T

. Iié%h.%ﬂiémt Advanced IP Scanner O > X F—JLDIEHR

EBEULEHHEDIP RLAZAFv > UTC. R ND—0OLEOO> 31—zt dE(E
DYV I T

- RDPi#E#: (3389/TCP) Blge/c > Ea1—4~AEB&HTESD
« Wake-On-LAN, UE— S vwv NI IR EBTEE
o —RRRVIREGEIRDT,. TAILAXRY T M TIEBRERE /30N




BRY—IN\—DF7 AT NI B IHEY ) O idion

PW 47V —JL
Mimikatz RDP "i— +D

SREY—IL

= MIM kB4

T Advanced_IP_Scanner 2.5.4554.1.exe 2022/08/23 23:48 FAUr—3 20,558 KE
=] credentials.txt 2022/10/31 4:22 TEA FELAVE 23 KB
=| good.txt 2022/10/31 4:22 FETR FEFa vk 26 KB
=| ip.tut 2022/10/31 4:21 TEAR FEaAvh 5 KB
=| passwordupdate.txt 2022/10/31 4:05 THAR B2 AV 3 KB
E| servers.txt 2022/10/31 4:49 TR EEadut 5 KB
+:| settings.ini 2022/10/31 4:49 ERETE 1 KB
E| usertxt 2022/10/31 405 TEA FEaayk 1 KB
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KEYHAIC T 2AE RDP B3E Log @

- Microsoft-Windows-TerminalServices-
LocalSessionManager%4O0perational.evtx
« Event ID 21 LEFRID Security O0J D Event ID 4624 OX5%iFANS
.« 4624 OJAVRRIIN S35 E. €D1-—Y -2, Y-ARYNI=I7 RUANSAER RDP OJAHAR
WHVZERIND
« V2RI =JF7RLANO-HILDiZEE. O-hILOJA>THD. RDPIESE ClERVWCEISEFRTS

- Microsoft-Windows-TerminalServices-RDPClient/Operational
(TerminalServices-ClientActiveXCore)
- Event ID 1102 T#EHIED IP 7RLUANMESR TED

- EMNICCNSZEATL. BENDAER RDP IFHED BV LZHEEETD
- RDP $Eianat—/\— ERI27IU N EHRTT RLAO—EZ/ERL THS
. BENBIE RyhD—0%$k#ER or /(—YF)LFirewall T RDP 3389 (L. tF1UFR>
H—ICHHTD (REFEH)
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RDP Firewall TOEZME ) @50

B tFa1UTrhEEENE Windows Defender 774 741 UE-h FAT T - 11— F-F [TCP ﬁ@mmﬂ:\ff %
I BEA) ERV ALTH) '
PP —TIEY | JOMIBSUR-b A1-T BESE 0-ALTUUYOL UE-R1-9-
@ 0-71)L Ivba-5- ol e . =% TOT5LBEEUI-EX R e

L 25 m7 Jourl  Em Bk .  CNEEEESORETEEEN. T0T DL

=E0E ) , ) B : @ FErazin,

A EsEbEalTEd & UE-+FAT T - 2vEs (TCP BE) VE-FFAI T FAT (1Al ¥ —
, W s UE-RFATRT - 1-F- E-K (TP BE)  UE-FFAThoT TAT FONE 2

UE-h FAT by T - 1-1- T-F (UDP B{E) UE-+FAI T TNT O % Bt
UE—F FA8bwF - 3 —H— £—F (TGP F{E)

SHERCD:

|
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|
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|

|

|

(] F#hiE
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|T::| R I05035(5) |
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- C:¥Windows¥System32¥Logs
« HIUwIU. Logs OJONFT4h5tF1U71%3EIR

. Eventlog. SYSTEM. Domain¥Administrators h'

(2> h0-)V] EBDTVWBRILZMEZRT D
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v | winevt - O X
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